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A Traditional Device Management
A Modern Device Management

A Requirements

A Windows Autopilot
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Traditional Device Management

A Deployment

: , B 35 X
OEM / Reseller Unboxing || Install Device || Wipe & Load || In-Place
Company

Additional configuration

User
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Modern Device Management

A Deployment

Device registration

OEM | Reseller\
Sends Device
registration (ID) to

IT Admin

User

Final location Unboxing

User account

IT Admin

Profile creation and assignment

Associate Device registration

Zero touch deployment

A 4

Windows
Autopilot
Service
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Modern Device Management Requirements

A Requirements

0 Device pre-installed with Windows 10 Pro, Enterprise or Education version 1703 or higher.
A 1709 or newer is recommended for Windows Automatic Redeployment.

o Device registration

0 Azure Active Directory Premium P1 or P2

o0 Mobile device management (MDM) services like Microsoft Intune or other

A Can coexist with Traditional Device Management

o0 Active Directory (on-premises)
o System Center Configuration Manager (SCCM)
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Windows Autopilot

A Windows Autopilot work with

o0 New operating system out-of-the-box experience (OOBE)
0 And existing Windows 10 devices Pro, Enterprise or Education version 1709 or newer.

A Devices must be registered on Azure AD P1 or P2
o Company branding needs to be configure

A Microsoft Intune for mobile device management service (MDM)

A Upload Device Hardware Information using Intune or Microsoft Store for Business

A Devices must have access to the internet
0 Any type of Internet connection works
o The following URL can not be blocked
A account.live.com, ctldl.windowsupdate.com, download.windowsupdate.com, go.microsoft.com,

ensing.md.mp.microsoft.com ensing.mp.microsoft.com. loain.live.com. lodin.microso online.com,zﬂ’q'lge§8[a
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Extract device Hardware information

A What information is extracted

0 Device Serial Number
0 Windows Product ID
0 Hardware Hash

A How to extract
0 Get-WindowsAutoPilotinfo script

PS C\> Set-ExecutionPolicyUnrestricted
PS C> Install-Script -Name Get-WindowsAutoPilotInfo
PS Q> Get-WindowsAutoPilotInfo.ps1 80OutputFile CADevicel.csv
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A Other way to extract using is using WMI Query Language (WQL)

PS C> wmic bios get serialnumber
PS Q> Get-ltemPropertyValue "hklm:\SOFTWARBMicrosoft\Windows NT\CurrentVersion\DefaultProductkKew"
"Productld"

PS Q> $wmi = Get-WMIObject -Namespace root/cimv2/ mdm/dmmap -Class MDM_DevDetail ExtO1Filter
"InstancelD="Ext' AND ParentID="./ DevDetaild 0
PS &> $wmi.DeviceHardwareData| Out-File "($env.:COMPUTERNAMEXt"

A Is recommend to use Get WindowsAutoPilotInfo script
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Demo

Extract device Hardware information & Windows Autopilot




Extract device Hardware information

A Trick for new hardware or Windows 10 installation

o Command Prompt
A shift + F10
A PowerShell_Ise
A shutdown /p

o Or Start Administrator Session with System Preparation Tool §ysprep)

A crtl + shift + F4
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Application Management

A Microsoft Intune can manage client apps
A Intune can deploy apps by user or device
A One more reason to use Windows Autopilot with Intune

A Intune also allows to create device profile to set device restrictions




A Store apps

o Apps from official Apple, Google or Microsoft Store

A line-of-business (LOB)

0 Apps written in-house that we must supply the installation file

A Dbuilt-in apps

0 Apps that are built-in for Android, or iOS

A Web link

0 A shortcut to the web app on the web

A Windows app (Win32)

o LOB app that we must supply the installation file
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